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  Introduction
1. Scope

Designed for the implementation of masters training by educational program (hereinafter - EP) code "7M06130 – Computer engineering and software" in RSE on right of economic management "M.Auezov South Kazakhstan University" of RK MES.

2. Regulatory documents
1. Education Act of the Republic of Kazakhstan (as amended and supplemented on 07/04/2018);
2. Standard rules for the operation of educational organizations implementing educational programs of higher and (or) postgraduate education, approved by order of the Minister of Education and Science of the Republic of Kazakhstan from October 30, 2018 №595 (registered with the Ministry of Justice of the Republic of Kazakhstan on October 31, 2018 №17657);
3. State obligatory standards of higher and postgraduate education, approved by order of the Minister of Education and Science of the Republic of Kazakhstan, October 31, 2018 №604;
4. The rules for the organization of educational process on credit technology education, approved by order of the Minister of Education and Science of the Republic of Kazakhstan on April 20, 2011 №152 as amended and supplemented of October 12, 2018 №563;
5. Sectoral qualifications framework, approved by the Minutes of the Session of the Sectoral Commission in the field of information, informatization, communications and telecommunications on December 20, 2016 №1;
6. Professional standards. Appendix №5 to the Order of the Deputy Chairman of the Board of the National Chamber of Entrepreneurs of the Republic of Kazakhstan "Atameken" №171 on July 17, 2017 Professional Standard "Software Development";
7. Professional standard "Teacher", approved by the order of the Chairman of The National chamber of entrepreneurs of Kazakhstan "Atameken", №133 dated June 8, 2017.
3. The concept of the educational program
The goal of the educational program is coordinated with the mission of the university and is aimed at preparing the intellectual elite of the country with advanced entrepreneurial skills, fluent in three languages, demonstrating conceptual, analytical and logical thinking skills, creative approach in professional activities, able to work in national and international teams, lifelong learning strategy.
The educational program is harmonized with the 7th level of the National Qualifications Framework of the Republic of Kazakhstan, with Dublin descriptors, 2nd cycle of the Qualification Framework of the European Higher Education Area. (A Framework for Qualification of the European Higher Education Area), also with Level 7 of the European Qualification Framework for Lifelong Education (The European Qualification Framework for Lifelong Learning).
The educational program is focused on professional and social order through the formation of professional competencies related to the necessary types of research, practical and entrepreneurial activities, adjusted to meet the requirements of stakeholders.
The uniqueness of EP 7М06130 – "Computer engineering and software" is to train highly qualified IT-specialists with the scientific-research, pedagogical skills for enterprises of various fields of activities, research activities and for education.
The educational program is aimed at achieving learning outcomes through the organization of the educational process using the principles of the Bologna process, student-centered learning, accessibility and inclusiveness.
The results of the training program are achieved through the following training activities:
- classroom training: lectures, seminars, practical and laboratory classes – are conducted taking into account innovative technologies of training, the use of the latest achievements of science, technology and information systems;

- extracurricular training: independent work of the student, including under the guidance of the teacher, individual consultations;

- professional practices, the implementation of master's theses.

- research work of a master student (RWMS): independent scientific work of the student, including the implementation of a master's thesis and scientific training.

The university has taken measures to maintain academic integrity and academic freedom, to protect against any kind of intolerance and discrimination against students.

The quality of the OP is ensured by the involvement of stakeholders in its development and evaluation, systematic monitoring and review of its content.
4. Entry Requirements

Established according to the Model Rules for admission to studies in educational organizations that implement educational programs of higher and postgraduate education by order MES RK №600 on 10.31.2018

1. EDUCATION PROGRAMME PASSPORT 
1.1 The purpose and objectives of education program by specialty 7M06130 – Computer engineering and software:
The purpose of the EP: training of masters with conceptual knowledge in the field of information and communication technologies and professional activities, who are able to choose appropriate methods and means of information processing, to carry out pedagogical, scientific, innovative activities to obtain new knowledge.

Tasks of EP:

- meeting the needs of the individual in intellectual, cultural and moral development through postgraduate education in the field of information and communication technologies;

- to provide master’s students with a solid Foundation in the field of programming, information technology, operation of telecommunication equipment, equipment of local area networks, servers and personal computers, design of computer and telecommunication networks, ensuring their protection and reliability of information transmission, according to the principles of building Web-models in the Internet; which will allow them to work successfully in the selected area or other relevant areas;

- provide master's students with lifelong learning skills that will enable them to successfully adapt to changing technologies throughout their professional career;

- provide master's students with communication skills that will allow them to effectively collaborate with other team members for the further development of a particular system; 

- to provide master's students with a broad education that is necessary to understand the impact of information technology in the global and social context of research.
1.2 List of qualifications and positions

The graduate of this EP is awarded the degree of "Master of technical Sciences".

Master’s in the specialty 7M06130 - Computer Engineering and Software can hold primary positions as a software engineer, programmer, software maintenance specialist, software designer without qualifying work experience in accordance with the qualification requirements of the Qualification directory of managers, specialists and other employees, approved by order of the Minister of Labor and social protection of the population of the Republic of Kazakhstan on May 21, 2012 № 201-ґ-м.

1.3 Qualification characteristics of the educational program graduate


1.3.1 Scope of professional activity

The sphere of professional activity is the field of:

- project activities in the field of computer programming;

- organizational and management activities for the management of computer equipment, services for the placement and processing of digital data, as well as the creation and maintenance of web portals;

- research activities in the field of information and communication technologies and computer systems;

- pedagogical activity in the field of teaching technical disciplines in higher educational institutions.

1.3.2 Objects of professional activity

The objects of professional activity of graduates are:

- design organization;

- industrial enterprise;

- financial institution;

- research institutions;

- public administration bodies;

- higher education institutions

-etc.

1.3.3 Subjects of professional activity

Objects of professional activity of master in EP 7М06130 – "Computer Engineering and software" are: 

- development hardware for the modern operating systems, taking into account the principles of reliability and fault tolerance, design of real-time systems, processing of distributed data using parallel computers;

- software and hardware for regional and global information networks and Internet technology development;

- software for computer visualization of science and technology, animation of natural processes, abstract concepts in research and teaching activities;

- modern approaches to the design of database management systems (DBMS), expert systems and artificial intelligence systems, pattern recognition problems;

- modern mathematical methods, methods of applied mathematics, computer science to solve problems of science, education, technology, Economics and management;

- methods of teaching computer science, programming in higher educational institutions.
1.3.4 Types of professional activity
Master in EP 7M06130 – "Computer engineering and software" can perform the following professional activities:

– research;

– pedagogical;

– design;

– industrial-technological;

– organizational and managerial.
2. EP learning outcomes 

PO1 Demonstrate proficiency in foreign and national languages to the extent necessary to obtain professional content from scientific sources.

PO2 Demonstrate the skills of logical and analytical thinking, argumentation of scientific decisions, practical analysis in a professional environment.

PO3 Apply methods of system analysis of objects and information processes, operations research and decision-making, application of big data analysis and development of algorithms, methods of big data processing.
PO4 Critically assess the state of modern technologies in the field of computer technology and software for the practical application of software and hardware in information systems.

PO5 Demonstrate in-depth modern knowledge in the field of object-oriented programming, distributed computing technology and network technology, their interpretations, methods and ways of implementing systems within the research context.

PO6 Possess modern methods of research and demonstrate originality, independence and creative thinking in solving problems of designing software systems.

PO7 Use the principles of construction of modern sensor technologies, basic methods, algorithms for the formation and transformation of images based on the principles of the organization of structures of hardware and software.

PO8 to Demonstrate knowledge of methodology of programming, to be able to solve complex problems in information technology, to formulate conclusions with incomplete or limited information based on the integration of knowledge.

PO9 Use innovative methods of pedagogy and psychology to enhance the educational process using modern information technology.

PO10 Investigate and describe management practices relevant to the design, implementation, testing, deployment and maintenance of computer systems, information security management of information systems, protection against external and internal threats.
PO11 Evaluate and apply modeling methods in the study and design of systems, modeling languages and software packages in the modeling of discrete systems.

PO12 Develop and apply technologies, methods and means of teaching special subjects in universities, the ability to organize the educational process on credit technology training.
3 COMPETENCES OF EP GRADUATE

3.1 Successful completion of training in EP contribute to the formation of the following competences of a graduate:
· core competencies (CC)

· professional competencies (PC).  

Core competencies:

KK1 research

- the ability to organize their work on a scientific basis, independently assess the results of their activities, possess the skills of independent work in the field of research;

CC2 in the field of foreign languages 

-the ability of business communication in a foreign language and the formation of interpersonal skills in the research team;

CC3 technical training 

-ability to apply modern methods and tools of applied Informatics for automation and Informatization of solving applied problems of different classes and creating a system;

CC4 computer 

- ability to systematically analyze and choose educational concepts; systematically analyze information; use theoretical knowledge to generate new ideas;

KK5 social 

- the ability to organize the educational process, as well as a comprehensive preparation for successful scientific creativity in the system of higher and postgraduate education, the willingness to act in unusual situations, to bear social and ethical responsibility for decisions;

KK6 managerial and entrepreneurial 

- the ability to follow ethical standards in professional activity, the formation of ideas about the organization of work on the implementation of the dissertation research, the choice of methodological priorities that determine the conclusions and results of the study corresponding to the high quality of its execution.

CC7 cultural training

- ability to critically analyze and evaluate modern scientific achievements, generate new ideas in solving research and practical problems on the basis of a holistic system of scientific worldview using knowledge in the field of history and philosophy of science, readiness for teaching on the main educational programs of higher education;

CC8 additional competences 

- the ability to possess the skills of critical thinking, interpretation, creativity analysis, conclusions, evaluation; have creativity and an active life position; make decisions of a professional nature in terms of uncertainty and risk.
PC1

- ability to use knowledge of architecture methods, algorithms of real-time systems functioning;

PC2

- ability to evaluate and select modern operating environments and information and communication technologies for Informatization and automation of applied problem solving and IP creation;

PC3

- comprehensive knowledge and deep understanding of the tasks of system engineering at the present stage, knowledge of the theoretical foundations of information systems as a technical science and understanding of its research methods, knowledge of computer science teaching skills in higher education;

PC4

- ability to understand skills the use of computer technology, programming tools for effective implementation of hardware and software systems and practical skills of object-oriented analysis, design and programming;

PC5

- possess the ability to use software and hardware for the development of modern operating systems, taking into account the principles of reliability and fault tolerance, design of real-time systems, processing of distributed data using parallel computers.
3.2 Matrix of correlation of EP learning outcomes in general with modules formed by competencies 
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4. SUMMARY TABLE REFLECTING THE VOLUME ASSIMILATED CREDITS OF EDUCATION PROGRAM MODULES 
	Course of Study
	Semester
	The number of mastered modules
	The number of studied disciplines
	Number of KZ credits
	Total hours
	ECTS
	Number 

	
	
	
	UC
	CC
	Theoretical training
	Educational practice
	Research practice
	SWMS
	Final   examination
	Total
	
	
	exam
	differentiated credit

	1
	1
	3
	4
	3
	28
	-
	-
	2
	-
	30
	900
	30
	7
	1

	
	2
	3
	1
	3
	20
	8
	-
	2
	-
	30
	900
	30
	4
	2

	2
	3
	3
	-
	3
	16
	-
	12
	2
	-
	30
	900
	30
	3
	2

	
	4
	1
	0
	0
	-
	-
	-
	18
	12
	30
	900
	30
	-
	1

	total
	6
	5
	9
	64
	8
	12
	24
	12
	120
	3600
	120
	17
	6


5. Information about disciplines
	Module name
	Cycle
	UC/CC
	Component Name
	Brief course description

(in 30-50 word)
	Number of credits
	Formed  РО (codes)

	Module of scientific and pedagogical training
	FS
	UC
	History and philosophy of science


	Examines the history and philosophy of natural and technical Sciences, new European science in culture and civilization, the structure of scientific knowledge, philosophical problems of specific Sciences, communication technologies of the XXI century and their role in modern science. It determines the ways of solving current methodological and philosophical problems of natural and technical Sciences. Develops critical thinking and logic.
	4
	РО1, РО2, РО5

	
	FS
	UC
	Foreign language (professional)


	It allows to develop the skills of oral communication in a foreign language, intercultural competence, skills of exchange of business correspondence, to master the basic types of reading foreign original sources, preparation of written messages on scientific topics in the specialty: scientific report, presentation, discussions, theses and flocks on the topic of scientific research in a foreign language, annotation of scientific text, resume.
	4
	РО1, РО9

	
	FS
	UC
	Management psychology
	Considers the basic principles of modern psychological science necessary in the professional activity of highly qualified specialists. Forms scientific and theoretical Outlook on the fundamental psychological concepts, the ability and skills of psychological research of personality, introduces the basic methods of experimental psychological research and areas of psycho-correction work, conflict management in the team, stress and methods of their resolution.
	4
	РО9

	
	FS
	UC
	Pedagogy of higher education


	It represents modern paradigms of higher education, the system of higher professional education in Kazakhstan. Examines the methodology of pedagogical science, professional competence of the teacher of higher education. It allows you to master the credit system of training, new methods and forms of training in the training of future specialists, education and formation of the personality of a specialist with leadership qualities.
	4
	РО9, РО12

	Methodological Fundamentals of Teaching
	MS
	CC
	Methods of teaching specialized disciplines


	The methodical system of Informatics and programming training at the University, the main components of the methodical system, pedagogical functions of the course of programming, forms, methods and means of training, methods of studying the thematic line "information Presentation", "Computer", "Formalization and modeling", "Information technologies"are considered.
	5
	РО9, РО12

	
	
	
	Pedagogical practice
	The methods of conducting lectures, practical and laboratory classes in various special disciplines of computer engineering and software are considered. Visiting lectures of leading teachers of the Department. Familiarization and preparation of educational and methodical complex of the major discipline. Planning of educational work.
	4
	РО1, РО9, РО12

	Computer Modeling systems and  information security
	FS
	UC
	Software development technologies for real-time systems

Real-Time operating systems


	Considered deals with the development of information and control systems of real time, the concept of functioning and implementation of real-time systems, analysis, stages and methods of designing real-time systems. Modeling of systems of total time. Methods of testing and verification of real-time systems.

The features of real-time operating systems, types and standards of RTOS, parameters of real-time operating systems, requirements imposed by the OS when designing real-time systems, features and types of RTOS architectures, task management, synchronization and interaction of processes, memory management, fault tolerance of RTOS are considered
	6
	РО4, РО8, РО10

	
	MS
	CC
	Information security methodology

Comprehensive information security systems 


	The levels of formation of the information security regime are considered: legislative, administrative, procedural, software and technical. Detection, assessment, reflection of various information threats, as a concept of comprehensive protection. Design and implementation of security policies to protect confidentiality, integrity, and availability. Preventive protection systems. Organization of software and hardware protection of information of computer networks
The points of application of the information protection process are investigated. Legislative and regulatory framework of the Republic of Kazakhstan ZI. Principles, methods, and means of solving ZI problems. Analysis and classification of threats by information systems. Cybersecurity methodology. Software and hardware mechanisms for protecting external and internal threats. Implementation of the security model. Cryptology. The use of cryptography for ZI. Means of protecting information systems from remote attacks
	6
	РО8, РО10

	
	MS
	CC
	Mathematical Modeling in Scientific Researches

Computer Modeling of Control Systems
	The questions of classification of mathematical models, classification features, methodical principles of construction of models, mathematical statement of a problem of modeling, mathematical models in scientific researches, modeling in conditions of uncertainty, modeling in conditions of stochastic uncertainty, modeling of Markov random processes are considered.
We study the theory and process of modeling, Classification of models, Cognitive, content, conceptual, formal models, Computer models, Structural analysis, Principles and methodologies of structural analysis, Functional-oriented and information-oriented methodology of structural analysis, SADT Methodology, Approaches and software for structural analysis, CASE-tools, Simulation, Methods of measuring computer systems, Dynamic systems, Object-oriented modeling, Approaches to visual modeling of complex dynamic systems.
	7
	РО3, РО11

	
	
	
	Research practice
	Familiarization with the latest technological achievements of domestic and foreign science, international and domestic standards corresponding to the work performed within the specialty; research and analysis of modern methods and tools of modern programming languages.
	7
	РО2, РО4, РО8

	Computational Complexes and Methods of Design Applications
	MS
	CC
	Distributed computing 

Parallel computing
	This component of the module examines the elements of creating distributed applications based on CORBA technologies. XML-Based. Technologies for creating distributed applications based on COM components and com+transaction objects. Chronology of the development of parallel programming. Parallel computer. Parallel algorithm.

Questions of parallelism and parallel programming of computer complex Theoretical basis of parallel programming. Model of parallel machine. Parallel programming model. The creation of parallel programs.


	6
	РО5, РО6

	
	MS
	CC
	Bigdata Analytics

Bigdata Processing


	Data mining. Statistical modeling. Machine learning. Computational approaches to modeling. Statistical limits of data mining. Indexes. Distributed file systems. Algorithms that use MapReduce. Generalizations of MapReduce. The communication cost model. MapReduce complexity theory. Search for similar objects. Data flow analysis.
Data. Approaches and definitions. Creating data. Data maintenance. Data synthesis. Data usage. Publishing data. Data archiving. Data destruction. Metadata. The metadata lifecycle. Big data. Big Data management systems. Distributed frameworks. Deployment systems. Data integration. Architecture of the Big Data processing system
	7
	РО3, РО8

	
	FS
	CC
	Designing ofr IT technologies 

Internet Application Programming 
	The issues of analysis and design of IP infrastructure with distributed localization, Internet and intranet access, corporate privacy and security are considered. Analysis and planning, installation, performance monitoring and problem solving strategies.

The article deals with the methodology of project management development of Web-based information systems, JavaScript Language, Web-server Apache, Integrated development environment Denwer, Development of database-oriented web-applications, MySQL database for web-based information systems, web-content Management system, CMS Joomla, CMS MODx, NUKE Family, XOOPS family.
	4
	РО4, РО6, РО10

	Research and sensory technologies
	MS
	CC
	Theoretical and Empirical Research in Computer Science 
Planning Reserarch and Experimental Studies
	This component examines the role of empiricism in computer science research, research issues that require some form of empirical validation involving people, or those who want to create an empirical basis for a research program. Qualitative and quantitative data analysis. 

We study the methods and forms of formation of scientific and educational texts, stages of scientific research, research methods: theoretical and experimental research methods, observation, comparison, measurement, experiment, abstraction, analysis, synthesis, historical method, method of induction and deduction.
	4
	РО2, РО3, РО5

	
	MS
	CC
	Sensory Technology and Artifical Intelligence 
Artifical Intelligence in Sensory Systems
	The basics of modern artificial intelligence, the purpose of mechanical manipulation, locomotion, computer vision, industrial automation, to assess the state of the environment and for human-computer interaction are considered. 

The basic concepts of artificial intelligence, Architecture and basic components of AI systems, control Systems with fuzzy logic, the Basic structure and principle of fuzzy logic systems, Expert systems, Methodology for building expert systems, Neural networks and neural network management are considered.
	7
	РО7, РО10

	
	FS
	CC
	Cloud computing and virtualization

Smart devices
	The principles of cloud computing, popular virtualization platforms, deployment of servers in a virtual environment and virtualization services (Google, Microsoft, Red Hat, etc.), Software as a service ( SaaS) and platforms as a trend of services (PaaS) are considered. Students will be able to use virtualization platforms from different vendors to deploy the project, as well as implement Saas and PaaS architectures in projects.

The course material will be studied on the platform Raspberry Pi and BeagleBone Black Wireless (computing module). This course will discuss the main trends and conditions of the Internet of things (IoT), as well as social challenges and opportunities. Internet-enabled devices will be explored. IoT and its impact on the development of electronics, software, sensors, drives and network connectivity.
	5
	РО3, РО5, РО7

	Module of  research work and Final Attestation
	
	
	Research work of a Master Student, including passing an internship and completing a master's thesis
	This component of the module deals with the study of the problems of specialty and subject according to the theme of the master's work. Research of modern achievements of science, technology and production with the study of practical recommendations and methods for solving management problems. The use of modern mathematical models, technical and technological systems, computer software and the results of experimental data in the implementation of the master's thesis. Conducting experimental research according to the plan of the academic period.
	24
	РО3, РО4, РО5, РО8

	
	
	
	Execution and Defense of Master`s Thesis
	Writing and design of master's thesis. Preparation for the defense of the master's thesis. Preparation of the presentation of the work and accompanying documents of the dissertation.
	12
	РО2, РО3, РО4, РО5, РО6, РО8, РО10, РО11
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